DATA SHARING SECURITY AGREEMENT

The undersigned, referred to herein as “Educational Institution,” agrees as follows.

A

1.

B.

Parties

The Educational Institution is a Local Educational Agency (LEA), secondary school, post-secondary
institution, or otherwise qualifies as a Designated Entity, pursuant to the Definitions herein.

The Office of Student Financial Assistance (OSFA) is the division of the Florida Department of
Education responsible for administration of state and federal financial aid programs as the State
Educational Agency in Florida.

Purpose of the Agreement

The purpose of this Agreement is to establish the conditions under which OSFA will provide to the
Educational Institution certain data received or generated by OSFA concerning Free Application for Federal
Student Aid (FAFSA) applicants in order to determine the completion status of a student’s FAFSA and
facilitate providing assistance to such students in completing the FAFSA.

C.

1.

Definitions - For purposes of this Agreement, the following definitions apply:

Authorized Personnel - Employees of the Educational Institution who require access to the FAFSA
Filing Status Information to determine the completion status of a student’s FAFSA and facilitate
providing assistance to such students in completing the FAFSA, including both paid and non-paid
staff and authorized agents such as contractors, subcontractors, volunteers, or other parties to whom
the Educational Institution has outsourced any of its services or functions. All Authorized Personnel
must be under the direct control of the Educational Institution with respect to the use and maintenance
of the select Institutional Student Information Record (ISIR) Data disclosed hereunder.

Designated Entity - A public or non-profit entity that has an Established Relationship with the student
that the U.S. Secretary of Education has designated as eligible to receive FAFSA Filing Status
Information from an Agency.

Established Relationship - A relationship between a student FAFSA applicant and an LEA,
secondary school, or Designated Entity. In the case of an LEA, an Established Relationship exists
where the student FAFSA applicant is enrolled in a secondary school under the legal authority of the
LEA or the LEA otherwise is providing services to the FAFSA applicant. In the case of a secondary
school, an Established Relationship exists where the student FAFSA applicant is enrolled in the
secondary school itself or the secondary school otherwise is providing services to the FAFSA applicant.
In the case of a Designated Entity, an Established Relationship exists when the student FAFSA
applicant is enrolled in or has registered with or is receiving services from the Designated Entity in
order for the Designated Entity to assist the student in pursuit of postsecondary education.

FAFSA - The Free Application for Federal Student Aid form, authorized by the Higher Education Act
of 1965, as amended (HEA), section 483, which is the U.S. Department of Education’s common
application for determining the need and eligibility of a student for Federal student aid.
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5. FAFSA Filing Status Information - Information from an ISIR that OSFA may disclose to LEAS,
secondary schools, and Designated Entities on the completion status of a student’s FAFSA. FAFSA
Filing Status Information includes: Student’s first name; Student’s last name; Student’s date of birth;
Student’s ZIP Code; FAFSA submitted date (the date the FAFSA was submitted to the U.S.
Department of Education); FAFSA processed date (the date the U.S. Department of Education
processed the FAFSA); a Selected for Verification flag; and a FAFSA completion flag (e.g., FAFSA
not submitted, FAFSA complete, or FAFSA incomplete).

6. ISIR - The Institutional Student Information Record (ISIR) is the output document resulting from the
submission of a FAFSA to OSFA and includes the data received, system generated data results and
FAFSA Filing Status Information.

7. LEA - A Local Educational Agency is a public board of education or other public authority legally
constituted within a State for either administrative control of or direction of, or to perform service
functions for, public elementary or secondary schools in a city, county, township, school district, or
other political subdivision of a State; or such combination of school districts or counties a State
recognizes as an administrative agency for its public elementary and secondary schools; or any other
public institution or agency that has administrative control and direction of a public elementary or
secondary school.

D. Authority

Section 483 (a)(10) of the HEA, 20 U.S.C. 1090(a)(10), authorizes the U.S. Department of Education to
disclose FAFSA (ISIR) data. The U.S. Department of Education’s routine uses in the applicable System
of Records Notice published under the Privacy Act of 1974, as amended, (5 U.S.C. 552a) permits this
disclosure of FAFSA data to OSFA in order to permit the OFSA to determine an applicant’s eligibility for
financial assistance under State financial aid programs. Further, in order to encourage and assist students
with the completion of a FAFSA, OSFA may disclose the FAFSA Filing Status Information of a student
to an entity with an Established Relationship with the student, including an LEA, a secondary school, or
a Designated Entity. (Federal Student Aid Application File Systems of Record Notice (Aug. 3, 2011, 76
Fed. Reg. 46774, 46777-78.)

E. Disclosure of ISIR Data

At the Educational Institution’s request, OSFA will provide FAFSA Filing Status Information to the
Educational Institution if the institution has an Established Relationship with the student.

F. Authorized Uses

1. The Educational Institution must limit access, disclosure and use of ISIR data provided to it under this
Agreement to the Educational Institution’s Authorized Personnel and for the authorized uses described
in this Agreement.

2. The Educational Institution may use the ISIR data furnished to it under this Agreement only to
determine the completion status of a student’s FAFSA and facilitate providing assistance to such
students in completing the FAFSA.

3. The Educational Institution may re-disclose the ISIR data furnished to it under this Agreement only
as provided in Section G below.
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G.

Terms for Access to FAFSA Filing Status Information
The Educational Institution shall comply with the requirements specified in Section J below.

The FAFSA Filing Status Information will be used by the Educational Institution only for purposes
stated herein, consistent with section 483(a)(3)(E) of the HEA.

The Educational Institution will comply, as applicable, with the requirements of the Family
Educational Rights and Privacy Act (FERPA) (20 U.S.C. 1232g and its regulations codified at 34 CFR
part 99) and with sections 1002.22, 1002.221, 1002.222, and 1002.225, Florida Statutes, in disclosing
any personally identifiable information from students’ education records.

The Educational Institution shall disclose FAFSA Filing Status Information only to Authorized
Personnel, as defined in section C of this Agreement and only for authorized purposes described in
Section B —Purpose of the Agreement above.

The Educational Institution will not re-disclose or share the FAFSA Filing Status information obtained
from the Educational Institution in personally identifiable form other than (1) to the FAFSA applicant
and to the FAFSA applicant’s parents if the applicant is under age 18, to the applicant if the applicant
is age 18 or older or enrolled in a post-secondary institution, or to any other party with the consent of
the FAFSA applicant or the consent of the FAFSA applicant’s parents if the FAFSA applicant is under
the age of 18, or (2) if required to do so by law and if such use is consistent with all applicable privacy
laws, including the privacy provisions of section 483(a)(3)(E) of the HEA, 20 U.S.C. 1090(a)(3)(E),
and FERPA (20 U.S.C. 1232q).

Prohibition on Unauthorized Disclosures

Any use, disclosure, or re-disclosure of ISIR data or FAFSA Filing Status Information provided to the
Educational Institution under this Agreement not specified above in Section F — Authorized Uses or
Section G — Terms for Access to FAFSA Filing Status Information, is unauthorized and prohibited.

The Educational Institution must ensure that Authorized Personnel are informed about and aware of
the prohibitions regarding the use, disclosure, and re-disclosure of any data and information provided
to the Educational Institution under this Agreement.

Reporting of Unauthorized Disclosures

The Educational Institution will report to OSFA in writing any use, disclosure, or re-disclosure of ISIR
data or FAFSA Filing Status Information not authorized by this Agreement. The Educational
Institution shall submit the report within one (1) business day after the Educational Institution learns
of such unauthorized use, disclosure, or re-disclosure to:

OSFA Security Manager

Florida Department of Education

325 West Gaines Street, Suite 1314

Tallahassee, Florida 32399-0400

AND to the following email address: OSFASecurity@fldoe.org

Page 3 of 6

Revised: April 2015 XXXXXXXXX County


mailto:OSFASecurity@fldoe.org

The report must identify: (i) the nature of the unauthorized use, disclosure, or re-disclosure; (ii) the
ISIR data or FAFSA Filing Status Information used, disclosed, or re-disclosed; (iii) the person or
entity, if known, who made the unauthorized use or received the unauthorized disclosure, or re-
disclosure; (iv) what the Educational Institution has done or will do to notify affected FAFSA
applicants and to mitigate any deleterious effect of the unauthorized use, disclosure, or re-disclosure;
and (v) what corrective action the Educational Institution has taken or will take to prevent future
similar unauthorized use, disclosure, or re-disclosure.

2. The Educational Institution shall also provide any such other information concerning the unauthorized
disclosures as requested by OSFA.

J. Data Security

1. The Educational Institution will protect the integrity of the FAFSA Filing Status Information received
under this Agreement from unauthorized access, use or re-disclosure.

2. The Educational Institution shall take all steps necessary to safeguard the confidentiality of the data
received. The Educational Institution will restrict access to the data provided or created under this
Agreement to only those Authorized Personnel who need the data to perform their official duties in
connection with the uses of the data authorized in this Agreement.

3. The LEA is responsible for informing authorized representatives (e.g. High School principals) of their
duty of oversight for security of this data. At a minimum, all authorized personnel who have access
to this data should be informed of the confidential nature of the data, the safeguards required to protect
the data, and sanctions for noncompliance. Potential sanctions may include:

(i) Revocation of FAFSA data access for the institution and/or LEA.
(i) Revocation of authorization to participate in the FAFSA initiative for the entire district.
(iii) Criminal (under Federal, state or local laws).

4. The Educational Institution must develop, implement, maintain and use reasonable and appropriate
administrative, technical and physical security measures to preserve the confidentiality, integrity, and
availability of all data electronically maintained or transmitted pursuant to this Agreement. The
Educational Institution will process the data provided or created under this Agreement under the
immediate supervision and control of Authorized Personnel in a manner that will protect the
confidentiality of the data, so that unauthorized persons cannot retrieve any data by computer, remote
terminal, or other means. Systems personnel must enter personal identification numbers when
accessing data on the Parties’ systems.

K. Liability

The Educational Institution shall be liable for the actions and omissions of its respective officers,
employees and agents. This obligation shall survive termination of this Agreement. Nothing herein shall
be construed as a waiver by Educational Institution of sovereign immunity or of any rights or limits to
liability existing under Section 768.28, Florida Statutes.
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L. Oversight and Compliance

OSFA may, at its discretion, monitor the Educational Institution’s records, processes, procedures, and
electronic systems for compliance with the terms of this Agreement. OSFA also may, at its discretion,
perform on-site inspections of the Educational Institution to monitor compliance with the terms of this
Agreement.

M. Entire Agreement

This Agreement constitutes the entire understanding of the Parties with respect to their individual rights
and obligations in carrying out the terms of the Agreement, and supersedes any prior or contemporaneous
agreements or understandings.

N. Effective Date, Modification, Duration, and Termination of the Agreement

1. This Agreement shall remain in force until terminated by the Educational Institution or OSFA,
providing that the terminating party provides the other party with written notice.

2. If OSFA finds that the Educational Institution has failed to comply with this Agreement, the
Educational Institution shall, upon the request of OSFA, delete or return all data received under this
Agreement and copies made of such data. Furthermore, OSFA may terminate this Agreement or take
such other action as may be necessary and appropriate to protect the interests of the FAFSA
applicants, the United States, the State of Florida, and state and federal student aid programs.

3. Theexpiration of this Agreement shall not, however, affect the obligations incurred by the Educational
Institution under this Agreement.

IN WITNESS WHEREOF, the undersigned has caused this Agreement to be executed by its duly
authorized representative.
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EDUCATIONAL INSTITUTION

Entity:

Signed By:

Printed Name:

Title:

Office of the General Counsel

FOR OSFA INTERNAL USE ONLY:

OSFA Approval
BY:
Date:
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